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Online Safety at St Katharine’s
Today’s children are growing up in a digital 
world, living their lives seamlessly on and offline. 
This creates many positive and exciting 
opportunities for children to explore and connect 
with others. However, it also presents challenges 
and risks.

Our aim at St Katharine’s is to equip our children 
with the knowledge needed to make the best use 
of the internet and technology in a safe, 
considered and respectful way, so they are able to 
reap the benefits of the online world. We build in 
opportunities to grow critical awareness of their 
own and other’s online behaviour, and develop 
effective strategies for staying safe.

In this issue:
• Online Safety at St Katharine’s
• Safer Internet Day 2021
• Get St Katharine’s Talking

We have written a progression pathway for online safety 
which is delivered within computing lessons and several 
other curriculum subjects. We aim to use our teaching of 
online safety to ensure our children build healthy 
relationships with others and strengthen their own 
wellbeing and mental health. We have created a culture 
where cyber bullying is not tolerated and reported 
incidents are dealt with quickly and effectively.

We proactively engage staff, pupils and parents in school 
activities which promote the agreed principles of online 
safety. Our pupils take part in Internet Safety Day and we 
host parent workshops to build greater awareness. We 
also have Year 6 Digital Leaders who help to promote the 
principles of online safety with their peers.

Follow our top tips... 
1. Ensure your children are using appropriate 

sites using age ratings provided or review sites 
such as Common Sense Media. 

2. Younger children need supervising when online 
to control what they are accessing and who 
they can message or chat with.

3. For older young people, have clear boundaries 
and monitor what they are doing.

4. Have open conversations with children and 
reassure them that if they see inappropriate 
content you can help them – see the Get St 
Katharine’s Talking section for some help.

5. Report inappropriate content to the      
platform it is on.

6. Don’t pass on scare stories without         
checking thoroughly – if necessary            
check with the NSPCC/O2
helpline.
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SAFER INTERNET DAY

2021
Safer Internet Day 2021
Safer Internet Day 2021 will be celebrated in the UK 
with the theme: An internet we trust: exploring 
reliability in the online world.

Understanding reliability online and recognising
what you can and cannot trust is important for 
everyone, regardless of their age, to enjoy the 
internet safely and positively. 

However, for 7-11 year olds, the desire to use 
technology rapidly starts to increase during this 
stage. Not only do primary aged children need to 
understand that content can be true, untrue, a 
belief or an opinion, they are also likely to begin 
experiencing online advertising, and content that 
has been edited – e.g. shared by influencers that 
they follow. 

Children of this age are still learning so much 
about themselves and the world around them. It is 
critical that the information they receive is 
trustworthy, appropriate, and safe for their 
development and well-being.

This year in the UK, Safer Internet Day explores 
reliability online. The internet has an amazing range 
of information and opportunities online, but how do 
we separate fact from fiction?

This year's Channel 4 alternative Christmas 
message gave a stark warning about fake news in 
the digital age by using a deepfake of the Queen.

Channel 4’s Alternative Christmas Message 2020:
Deepfakes are synthetic media in which a person in an existing 
image of video is replaced with someone else’s likeness.

Deepfake technology can be used to create 
convincing yet entirely fictional video content, and is 
often used to spread misinformation.

Deepfakes first rose to prominence in early 2018. At 
the time, a developer adapted cutting-edge artificial 
intelligence techniques to create software that 
swapped one person's face for another.

However, the process has since become much more 
accessible. There are now numerous apps that 
require just a single photo in order to substitute a 
Hollywood actor for that of the user.

Earlier this year, Microsoft unveiled a tool that can 
spot deepfakes. The firm said it hoped to help 
combat disinformation, but experts warned it was at 
risk of becoming outdated due to advances in 
technology.

While it offers tremendous commercial and creative 
opportunities, transforming entire industries from 
entertainment to communication, it is also a 
technology that will be weaponised.

This year, as part of Safer Internet Day, children will be 
exploring the reliability of online content and the 
growing concern about the other malicious ways 
technology, including deepfakes, could be used.

We will be celebrating Safer Internet Day in school 
during the week beginning Monday 8th February 
2021.

Used mal ic ious ly ,  deepfakes
are  sophis t icated forms 
of  v i sua l  d i s informat ion .

“ “

NINA SCHICK, AUTHOR OF DEEPFAKES AND THE INFOCALYPSE
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GET ST KATHARINE’S

Get St Katharine’s Talking
Our children live their lives online in a way that no 
other generation has ever done. 

While there are many benefits to the digital 
revolution, such as increased connectivity and 
creativity, and immediate access to information 
and entertainment, there is another side to this 
landscape that is less positive. 

Young people need to be aware of the possible 
positive and negative impacts of being online on 
their mental health and wellbeing, and learn how to 
recognise activities that make them feel good and 
bad.

There is evidence that those people who spend 
longer online are more likely to see upsetting 
content or experiencing upsetting interaction with 
others.

DISCUSSING ONLINE SAFETY TOGETHER
ALKINGT

For parents it can be tricky to know how to support your 
child to manage their online life.

Through the 'Get St Katharine's Talking' initiative, our aim is 
to provide ongoing support and encouragement to 
parents and provide them with the necessary tools to 
keep their children safe online. 

This term, we want to encourage you to be in 
conversation with your child about their use of online 
platforms. We have put together an informative poster 
which contains 7 questions to help you start a 
conversation with your child about online safety.

Childnet have also produced guides for parents of 
children of different ages to support digital wellbeing: 
https://www.childnet.com/parents-and-carers/hot-
topics/digital-wellbeing
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